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Session settings
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@ Advanced Telnet seftings B Terminal settings % Network settings Bookmark settings
Teinet client v
Extra options: | ‘
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[ IMAP/SMTPRRS (42 IMAP, EXZMAEET)
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—. HTTP X
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(1) WNEBE MG (sdes. sysu. edu. cn) £— M1 N,
http 15K:
# Remote host ® B N “ sdcs.sysu.educn”, W OS5 &# BN 8. HRMWMEA
“http://sdcs. sysu. edu. cn/about/introduction”, fERZE ¥ RIXELT HTTP &K

GET /about/introduction HTTP/1.1
Host: sdcs.sysu.edu.cn
Connection: close

http MFN
PUF R HTTP Wi REFR ST IKSLE64T, IESCN HIML SCRYAE, 25888,

HTTP/1.1 202 Accepted

Server: ¥¥¥¥**

Date: Thu, 04 Apr 2019 12:07:30 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Pragma: no-cache

Cache-Control: no-cache



http://172.18.187.9/video/

Expires: Thu, 04 Apr 2019 12:07:30 GMT

Set-Cookie:
FSSBBI11UgzbN7N80T=4TG4usN7CGWnF47rRI8T9a34hsN6j1fAtoz7pEgvItzhCrocG7hILGemEkO
ZmjP9FoAPlyI1sSft8iq5fgTn4y93Ms43MQxhxe3P481hugoI].PIf71WeBkPLgVh1KHk1n1Nm5fAe
IDB.plFdPM623mBHWAXU5Ms3jU9BMchzPNiEPpImBjjVC7zaioWklWzBYTV; Path=/;
expires=Sun, 01 Apr 2029 12:07:30 GMT

Set-Cookie:
FSSBBI11UgzbN7N80S=0hVkk8t8yD1VB_M_zPUVrYuJlYS1CL7NOOKiJCcAxn60TattckbwYPHOOEMO
gwxcY; Path=/; expires=Sun, @1 Apr 2029 12:07:30 GMT; HttpOnly

-« o (o REAR SCIESC BV S )

(2) MZFEBEM%G (sdes. sysu. edu. cn) Fo— K T
http K-

BB T kR =SHE S, B URL N “http://sdcs. sysu. edu. cn/sites/sdes. sysu. edu.
cn/files/574e48efa871f-300x199. png”, B IIAIRSS 28R %N HTTP 35K

GET /sites/sdcs.sysu.edu.cn/files/574e48efa871f-300x199.png HTTP/1.1
Host: sdcs.sysu.edu.cn
Connection: close

http M.

DAR A HTTP Wi R SCHISL AT, IESCH PNG B R M —BERIE R, BaNEm, c28ms.

HTTP/1.1 200 OK

Server: ¥¥kk*k

Content-Type: image/png

Content-Length: 96721

Connection: close

Date: Thu, 04 Apr 2019 12:17:35 GMT

X-Content-Type-Options: nosniff

Last-Modified: Mon, 20 Feb 2017 13:08:34 GMT

ETag: "179d1-548f5f5f1b880"

Accept-Ranges: bytes

Set-Cookie:
FSSBBI11UgzbN7N90T=4ahe4BbfPR7ixI0X_Xgm5v6UEWX7RLjjMLz9FfCkkgGiCF . IMPcDMSe]
aEPipsoiupiwhnTIIjmHNTwlwvGiMf153P.N10.CgvPI6PDLKis._cWtli3pIdKiUu3mMaxgsJ_
a5GEm.8A0ZEOWxd1wMWWB3gks_DmEFbDt2mi_5qhKOas4D.sJMYW1U.KH4Sez9TxgG; Path=/;
expires=Sun, 01 Apr 2029 12:12:45 GMT

Set-Cookie:
FSSBBI11UgzbN7N80S=UJBINf7pfZwz2SZDivBk_mDmd_sD1Cr.IRQqjkKq78eUvGIsr5cKyozZa
AACHsXfo; Path=/; expires=Sun, 01 Apr 2029 12:12:45 GMT; HttpOnly

.. . (i RE SCIESC B S )

(3) £ http iFRMISLEBAT I i-Modified-Since: Fri, 16 Jan 2019 13:22:17 GMT M50 (G R 3% (2) B )
http &R :

GET /sites/sdcs.sysu.edu.cn/files/574e48efa871f-300x199.png HTTP/1.1
Host: sdcs.sysu.edu.cn

Connection: close

If-Modified-Since: Fri, 16 Jan 2019 13:22:17 GMT

http M .

TE HTTP 15RO T If-Modified-Since FEtJ5, HR55%% BN A HTTP AHMN AN IR B B A A9 —
PEHNE R, Wik A HTTP IRZASHS 304 Not Modified.

HTTP/1.1 304 Not Modified

Server: *¥¥kxxk

Connection: close

Date: Thu, 04 Apr 2019 12:19:09 GMT
ETag: "179d1-548f5f5f1b880"




Set-Cookie:
FSSBBI11UgzbN7N8OT=4mILUzRNSwWf_rfoCoOw7_XLaDJIb20ROuiVKGOReKej_9ssLRjlq4PUBm
D2YsRm1fq9kURGiMf152gQkc_yeHKt_9RICGdrI8UCcLaNn5X.VqSXMrYvyZnKBDhbFU1ZoTjtA
NeCKGYyD39Pwgz1ljLwtpwhny5ZFxLL1_5yPNKm3SIQApjSI5SR1o1l.CDI1le3AaaHf3; Path=/;
expires=Sun, 01 Apr 2029 12:14:19 GMT

Set-Cookie:
FSSBBI11UgzbN7N80S=Eue2NjO1lwaBSIkjyH2TwwwOdZpWcCy7x3akVEE2YibDfx8tPi3eiZeOu
zONiteKA; Path=/; expires=Sun, 01 Apr 2029 12:14:19 GMT; HttpOnly

(4) FHRARL T SLBAT (1) (20, BIHEEAImiEReE Na—kE kiEH % (TRERK, F—a Ll
REFIKRE.
http &K :

GET /about/introduction HTTP/1.1
Host: sdcs.sysu.edu.cn
Connection: keep-alive

GET /sites/sdcs.sysu.edu.cn/files/574e48efa871f-300x199.png HTTP/1.1
Host: sdcs.sysu.edu.cn
Connection: keep-alive

http M.

HTTP/1.1 202 Accepted

Server: ¥kkk*k

Date: Thu, 04 Apr 2019 12:18:08 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

Expires: Thu, 04 Apr 2019 12:18:08 GMT

Set-Cookie:
FSSBBI11UgzbN7N80T=4xYDbbzRXFEjryqt_rUWKgjfTOT1boUSX2vb2oqwaR.jMnyolu_k5037
N_7X0EoQqQXiihtAiV3issX5YAzFq1R8ERk2.A1ImwCKW.IXyzw8sa89AFIbiRiGIRiWCOIBIqy
h.woZVBsFBob7HbP3MtzDTM3jy4p0eZVBdkkQkP12AJcG. 7kPBWMiFyvuYOFO7Nq; Path=/;
expires=Sun, 91 Apr 2029 12:18:08 GMT

Set-Cookie:
FSSBBI11UgzbN7N80S=.szTkcmKkP.cbmSA2HX_5rrVPbbpH4HNI4SUcHIuyejjgtgAIuUC.HoCo
LKESXyv5; Path=/; expires=Sun, ©1 Apr 2029 12:18:08 GMT; HttpOnly

oo . (RNERSCIESCEAAES)

HTTP/1.1 200 OK

Server: k¥¥kkk

Content-Type: image/png

Content-Length: 96721

Connection: keep-alive

Date: Thu, 04 Apr 2019 12:22:59 GMT

X-Content-Type-Options: nosniff

Last-Modified: Mon, 20 Feb 2017 13:08:34 GMT

ETag: "179d1-548f5f5f1b880"

Accept-Ranges: bytes

Set-Cookie:

FSSBBI11UgzbN7N80T=40Nb1JAa9b8a7s9vardMxbQylFzvK308w67 jMkZso_o9F.Z_oGIGjH_2
29YoAEr2u2ApPyBSEzPJfBexzphHbKjjn.8_OhFvPASBcO8aRfZ80]if7kCKtZcKHSPopFprCLn
nkqbjGtKgulOpxfX2AWv1gRKESW6iPqfHs137m_7mInGnVT4Q.B3rhdopbafiUrRa; Path=/;
expires=Sun, O1 Apr 2029 12:18:08 GMT

Set-Cookie:
FSSBBI11UgzbN7N80S=271_TDRFRy6T7k8jzhhK33dgpwb4dCfblLw9tYzZJ9Ik__ OpwYfjBukl
xoCPkP4h; Path=/; expires=Sun, 01 Apr 2029 12:18:08 GMT; HttpOnly

-+ o (PPN SCIESC EL A8 )




. FTP ¥
FE5E FTP W MM 5 S8 A T L% (MRKAR S %5 L B GRS “SH 5.
FTP fR%%-%8: IPHhfik>y 172.18.187.10, #O5KN 21 (HF4: abe, #5: 123666)
(1) A5 a4 R — A (355 txt)

I B2 (R SR i A5

wF, BEFENRRERZFIRMANGS, BAFEHRRSFEERNGE. FEEENROS
A 197X 256+75=50507; FEIZHIERESNAT STOR 3545, EHEEELRE DRMA—WERE, R
FHIEREE DHAT ABOR AR IE SR L.

220 Microsoft FTP Service

USER abc

331 Password required

PASS 123666

230 User logged in.

PASV

227 Entering Passive Mode (172,18,187,10,197,75).
STOR 17341203.TXT

125 Data connection already open; Transfer starting.
ABOR

425 Data channel was closed by ABOR command from client.
226 abor command successful.

QuUIT

221 Goodbye.

B R R -
TR TR R R

&t @ 2. sdcs.sysu.edu.cn [€]4.172.18.187.10

? MobaXterm 10.9 ?
(SSH client, X-server and networking tools)

» Telnet session to 172.1
» Your DISPLAY is set to

» For more info, ctrl+click on help or visit our website

zhangyixin17341203]]

(2) BEYHTHFEANE CRZMikEE—L), JFbrvEd () E S BB
P75 #3745 L
ARREIEER R 05 223 X 256+240=57328.

220 Microsoft FTP Service

USER abc

331 Password required

PASS 123666

230 User logged in.

PWD

257 "/" is current directory.

PASV

227 Entering Passive Mode (172,18,187,10,223,240).
LIST

125 Data connection already open; Transfer starting.
226 Transfer complete.

QUIT

221 Goodbye.

Connection closed by foreign host

BRI -




Il 18. sdcs.sysu.edu.cn [€]21. 202.116.86.101

? MobaXterm 10.9 ?
(SSH client, X-server and networking tools)

Telnet session to 172
Your DISPLAY is set to 1 7 ). 0
For more info, ctrl+clic p sit our website

05:03PM 58 16307064 . txt
i 3446 17 8. txt
44 173 3.TXT %g% : 4'% 1%?
51 17372048, txt “ﬁ
<DIR> ebook
<DIR> text

~turn> to exit tab
to restart session
S to save terminal output to file

(3) F#E () HE AR STR S

325 1) B 1 14 R T A U

FERTHROCHERMETHRER (/) TH 17341203, txt . ARBIFEEEHH O SR 197X
256+110=50542,

220 Microsoft FTP Service

USER abc

331 Password required

PASS 123666

230 User logged in.

PASV

227 Entering Passive Mode (172,18,187,10,197,110).
RETR /17341203.TXT

125 Data connection already open; Transfer starting.
226 Transfer complete.

QuUIT

221 Goodbye.

Connection closed by foreign host

BRI B -
M 2. sdcs.sysueducn [€£]4 1721818710

? MobaXterm 10.9 ?
(SSH client, X-server and networking tools)

» Telnet session to
» Your DISPLAY is set to 147
» For more info, ctrl+click on help or v1§1t our website

zhangyixinl17341203

urn> to exit tab
to restart session
- Pless E to save terminal output to file

(4) F#/ebook T HI—A> RIS (4, . pdf ST
EtlbEE PRI ER I VAENS)
BT B TR B 3, lﬂlﬂ:%’%ﬁ%ﬁﬁ‘&ﬁ TYPE I. AIREGEEEKIN 54 198X 256+95=50783,

220 Microsoft FTP Service
USER abc




331 Password required

PASS 123666

230 User logged in.

TYPE I

200 Type set to I.

PASV

227 Entering Passive Mode (172,18,187,10,198,95).
RETR /ebook/ftp.pdf

125 Data connection already open; Transfer starting.
226 Transfer complete.

QUIT

221 Goodbye.

Connection closed by foreign host

BRI
PDF R 3HHSC4E, FIRELNE O SRS, BERTREM, FEMH FIP &%, AR
FHRHE B FtpDownloader F] AR R FERCH:.

= M2 sdcs.sysuedu.cn [€]3.172.18.187.10

? MobaXterm 10.9 ?
(SSH client, X-server and networking tools)

» Telnet session to 172
» Your DISPLAY is set to 7.199:0.0
» For more info, ctrl+click on help or visit our website

4 0 obj
<</Length 5 0 R/Filter /FlateDecode>>
stream

c ouLURE?

| BE$EFS 0z TEWER 7Q<L/E

B7i\)h*? ? H{[V

(5) HHIMWT AL FH— A/ text RI— DA —FB45
P75 #1347 {5 L
ARREIEER R 054 197 X 256+159=50591 .

220 Microsoft FTP Service

USER abc

331 Password required

PASS 123666

230 User logged in.

PASV

227 Entering Passive Mode (172,18,187,10,197,159).
REST 200

350 Restarting at 200.

RETR /text/Web.txt

125 Data connection already open; Transfer starting.
226 Transfer complete.

QUIT

221 Goodbye.

Connection closed by foreign host

BRI -




B BTRZATE K MobaXterm A FF GB2312 244, HMLEM kT AL RGE. H
HTFIREBF R E SecureCRT &Rt
MEAEEB NG IRE, REI SRR FHFA RN A LEFFIEK . T TE:

[0 172.18.187.10 (1) - sk - SecureCRT

ZHF REE) =BV BERO) FE0 BES) IEL  EEH)
| 172.18.187.10 (1) =
FARFE (stateless) giHhil, BT B TH IS EMI, THEAUNETENZHEZE A

oA EEREG L RNMRS, XoJLUETT BREFBERATE, S8R 47]EE
%%g‘gg%%ﬁﬁ%ﬁﬁﬁﬂﬁéﬁﬁﬂ%)\B"J?UEJ"EJ}'FET&“B"J, ERAWRFEHRR I M

HTTPIEL990EwWWW 2 IR {E BENIFIE SIS ERER T A . FRBEHFEERTHTTP/L.L 0
i¥, BRFC 20688542iThz[33].

B (82

BF Pl =5 -

X EMEH L HEETTP/L LI SHTTP/L. 048, EREATE, UBRESTH
RS g

LRIEE RGBT MEpItERESIf, EREE£ITHEEME (functionality) , SFEER (seav
Bl 24, 8 2447, 805 VT100 *5 &/F

=. SMTP #pX
344 zsusender3@sina. com ()17 44 zsusender3, L. 123456Aa
%58 SMTP Wil R AHE oA T SE 5 -
(1) i#id zsusender3@sina. com K3 EAT B HIHIAR B A OB A o ¥ 725 S AN 1) A 24 iR (1]
T SR AN R A

220 smtp-5-123.smtpsmail.fmail.xd.sinanode.com ESMTP
HELO zsusender3

250 smtp-5-123.smtpsmail.fmail.xd.sinanode.com
AUTH LOGIN

334 VXN1lcm5hbWuée

enN1lc2VuzZGVyMw==

334 UGFzc3dvcmQ6

MTIzNDU2QWE=

235 OK Authenticated

MAIL FROM:<zsusender3@sina.com>

250 ok

RCPT TO:<zhang*****@mail2.sysu.edu.cn>

250 ok

DATA

354 End data with <CR><LF>.<CR><LF>

Date:Thu, 04 Apr 2019 23:23:01 +0800

From: "zsusender3" <zsusender3@sina.com>

To: "Zhang Yixin"<zhang*****@mail2.sysu.edu.cn>

Subject: Testing SMTP

Hi, this is an email sent by telnet using SMTP.

Hope you enjoy it! Bye.




250 ok queue id 635396394003
QUIT
221 smtp-5-123.smtpsmail.fmail.xd.sinanode.com

Connection closed by foreign host

FRINWC R -

B EEENE A = T

Testing SMTP i+ &

EBiEA: zsusender3d <zsusender3@sina.com>

Bt : 201954848 (2H0) B E11:23 -

KA . Zhang Yixin <zhangyx95@mail2.sysu.edu.cn> #FEZ | DB
ARSI R A B RRIEEE, BENIREE ARSI SRR

Hi, this is an email sent by telnet using SMTP.

Hope you enjoy it! Bye.

| .
B ENE A R Y= T

(2) B3 zsusender3@sina. com & — 3 B (o HEHISCLE) AR (MIME. txt) BIREIHEAE . 225 544
“MIME. pdf” FOXLE MIME [FA0L50.
T SR AN R A
TKE RN 2 ER I From FRBHR T RE CHEZE, “HKBIT” [ Base64 IBLRAN “1cXiteq/”s
THEEZERTIRAANN, BOAFERREHEWEPIN.

220 smtp-5-122.smtpsmail.fmail.xd.sinanode.com ESMTP

HELO jed

250 smtp-5-122.smtpsmail.fmail.xd.sinanode.com

AUTH LOGIN

334 VXN1lcm5hbWuée

enN1c2VuzZGVyMw==

334 UGFzc3dvcmQ6

MTIzNDU2QWE=

235 OK Authenticated

MAIL FROM:<zsusender3@sina.com>

250 ok

RCPT TO:<zhang*****@mail2.sysu.edu.cn>

250 ok

DATA

354 End data with <CR><LF>.<CR><LF>

Date: Fri, 5 Apr 2019 23:39:07 +0800

From: =?GB2312?B?1cXi+eq/?= <zsusender3@sina.com>

To: ZhangYixin<zhang*****@mail2.sysu.edu.cn>

Subject: rfc855

X-Priority: 3

X-Has-Attach: yes

X-Mailer: Foxmail 7, 1, 3, 52[cn]

Mime-Version: 1.0

Message-ID: <201404172030056405561@mail.sysu.edu.cn>

Content-Type: multipart/mixed;
boundary="----=_001_NextPart061116676577_=----"

This is a multi-part message in MIME format.

------ =_001_NextPart061116676577_=----
Content-Type: multipart/alternative;




boundary="----=_002_NextPart640832068374_=----"

------ =_002_NextPart640832068374 =----

Content-Type: text/plain;
charset="GB2312"

Content-Transfer-Encoding: base64

dGVzdCENCgOKDQONCgOK1 cXTwMPx

------ =_002_NextPart640832068374_=----
Content-Type: text/html;

charset="GB2312"
Content-Transfer-Encoding: quoted-printable

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML><HEAD>
<META content=3D"text/html; charset=3Dgb2312" http-equiv=3DContent-Type>
<STYLE>
BLOCKQUOTE {
MARGIN-BOTTOM: Opx; MARGIN-LEFT: 2em; MARGIN-TOP: Opx
}
oL {
MARGIN-BOTTOM: Opx; MARGIN-TOP: Opx

uL {
MARGIN-BOTTOM: @px; MARGIN-TOP: @px
}
P {
MARGIN-BOTTOM: @px; MARGIN-TOP: @px
}
BODY {
FONT-SIZE: 10.5pt; FONT-FAMILY: Microsoft YaHei UI; COLOR: #000000; LINE-=
HEIGHT: 1.5

}
</STYLE>

<META name=3DGENERATOR content=3D"MSHTML 10.00.9200.16863"></HEAD>

<BODY style=3D"MARGIN: 10px">

<DIV>test!</DIV>

<DIV>&nbsp;</DIV>

<HR style=3D"HEIGHT: 1px; WIDTH: 21@px" align=3Dleft color=3D#b5c4df SIZE=
=3D1>

<DIV><SPAN>=D5=C5=D3=C0=C3=F1</SPAN></DIV></BODY></HTML>

------=_001_NextPart061116676577_=----
Content-Type: application/octet-stream;
name="rfc855.pdf"
Content-Transfer-Encoding: base64
Content-Disposition: attachment;
filename="rfc855.pdf"

JVBERiOXLjIKIcfsj6IKNCAWIG9iago8PCIMZW5ndGggNSAWIFIVRm1sdGVyIC9GbGFOZUR1Y29k

// ik R Base64d 4miG, 44 BRI 4
alix1cgo8PCAvVU216ZSAXNCAVUMIVACAXIDAgUiAvSW5mbyAxMyAwIFIKPj4Kc3RhcnR4cmVmCjQw
MzkKJISVFTOYK

250 ok queue id 890795394010
QUIT
221 smtp-5-122.smtpsmail.fmail.xd.sinanode.com




| Connection closed by foreign host

W, BRIMRE T BRI R, IR B RO, % pdf BT BAEFEITI

| «EE ||| mE || EEem || #x | #ee | AERE | 2R || Fon. v B8 v T

rfc855 v 7

A KiEER <zsusend
20194 5H(28R) BE E11:39

A ZhangYixin <zhan S5@mail2.sysu.edu.cn>

B 4 14~ (| Lrfe855.pdf ) Bl

-7 Ey

@sina.com>

EFT LIS AESERERE, SahFREE ARSI S SmiE

test!
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rfc855. pdf
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(3) @it zsusender3@sina. com ik — A MHAFIIIBEREG H O WTRAJREA IR Ok — S B s £
PRI A A VR AR DO N AR S ) —#y, Z W MIME. txt.
FAFIRARFE RIE—HHHRAE, 25 TH enl #NMIHRMG (Web MSFFXTIRL), EHE TH TRA) eml X
HIBRME, . VERFA: Base64 FRAGIRK, XK HAIEUTLRIE.

Testing Mail 2

EfEA: "zsusender3' <zsusender3@sina.com> EEEs a
B [E: 20195F4H7H £#IH8 T419:39

B 4 1A

M A "zsusender3" <zsusender3@sina.com=
* /v 115.55K

FmREIVARFE, BaDaFinE!
BEYS £REER (EEFE)

This is another testing email with a binary attachment. Look
"ftp.pdf".

W B (14 2R

ftp.pdf
A TEIY FEANE FERETEs

X-Mda-Received: from <webmail.sinamail.sina.com.cn>([<10.41.14.100>])
by <mda-14-116.mda.fmail.dbl.sinanode.com> with LMTP id <4704102>
Apr 07 2019 19:39:19 +0800 (CST)




X-Sina-MID:04A6600E15031F45000998BA40F64FC73A00000000000002

X-Sina-Attnum:1

Received: by webmail.sinamail.sina.com.cn (Postfix, from userid 495)
id EEC672DOOO8F; Sun, 7 Apr 2019 19:39:18 +0800 (CST)

Date: Sun, 07 Apr 2019 19:39:18 +0800

Received: from zsusender3@sina.com([120.236.174.157]) by m@.mail.sina.com.cn via

HTTP;

sun, 07 Apr 2019 19:39:18 +0800 (CST)

Reply-To: zsusender3@sina.com

From: <zsusender3@sina.com>

To: "zsusender3" <zsusender3@sina.com>

Subject: Testing Mail 2

MIME-Version: 1.0

X-Priority: 3

X-MessageID: 5ca9e16624034ed9_201904

X-Originating-IP: [10.41.14.100]

X-Mailer: Sina WebMail 4.0

Content-Type: multipart/mixed;
boundary="=-sinamail_mix_f6ceb10bdd6c5411e662466178872b2b"

Message-Id: <20190407113918.EEC672D0008F@webmail.sinamail.sina.com.cn>

--=-sinamail_mix_f6ceb10bdd6c5411e662466178872b2b
Content-Type: multipart/alternative;
boundary="=-sinamail_alt_be7fa9665d224dfabd1d8b2b522cfbb3"

--=-sinamail_alt_be7fa9665d224dfabd1d8b2b522cfbb3
Content-Type: text/plain;

charset=GBK
Content-Transfer-Encoding: base64
Content-Disposition: inline

VGhpcyBpcyBhbm90aGVyIHR1c3RpbmcgZWlhaWwgd210aCBhIGIpbmFyeSBhdHRhY2htZW50LiBM
b29rICImdHAUCGRMIi4=

--=-sinamail_alt_be7fa9665d224dfabd1d8b2b522cfbb3
Content-Type: text/html; charset=GBK
Content-Transfer-Encoding: base64
Content-Disposition: inline

VGhpcyBpcyBhbm99aGVyIHR1c3RpbmcgZWlhaWwgd210aCBhIGIpbmFyeSBhdHRhY2htZW50L1iBM
b29rICImdHAucGRmIi4=

=-sinamail_alt_be7fa9665d224dfabd1d8b2b522cfbb3- -

--=-sinamail_mix_f6ceb10bdd6c5411e662466178872b2b

Content-Type: application/pdf; name="=?GBK?B?ZnRwLnBkZg==?="
Content-Disposition: attachment; filename="=?GBK?B?ZnRwLnBkZg==?="
Content-Transfer-Encoding: base64

JVBERi@XLjIKIcfsj6IKNCAWIGIiago8PCIMZW5ndGggNSAWIFIVRm1sdGVyICIGbGFOZURLY29k
// BB
UiAvSW5mbyAyMTEgMCBSCj4+CnNOYXJ0eHI1Zgo4MDcwNQolJUVPRgo=

--=-sinamail_mix_f6ceb10bdd6c5411e662466178872b2b- -

(4) GEAHD MR IR 5 — MR 21 [ 2= MR A . QQ HEAS W [ F ).
T SR AN A B
M zhangsksx@nail2. sysu. edu. cn Ki%%| 752381893@qq. com. {ERRIEH HBFE N AMEF, HEHAA
eHRAEEE, FME QQ HRFHRAL, S SMTP AR F=30t EMEA SSL, T H¥GHR 465 TIAE 25. ff



FIBIFH 7 448 zhangsseks*@mail2. sysu. edu. cn ff) Base64 4wf5, Bl “emhhbmd5eDk1QG1haWwyLnN5c3UuZ
WR1LmNu”.

220 smtp.qq.com Esmtp QQ Mail Server
HELO zhangyixin

250 smtp.qq.com

AUTH LOGIN

334 VXN1lcm5hbWU6
emhhbmd5eDk1QG1halWwyLnN5c3UuZWR1LmNu

334 UGFzc3dvcmQ6

kkdokkkkkk  f/ %5313@ Base64 gﬁﬁg

235 Authentication successful

MAIL FROM:<zhang*****@mail2.sysu.edu.cn>
250 Ok

RCPT T0:<752381893@qq.com>

250 Ok

DATA

354 End data with <CR><LF>.<CR><LF>
Date:Sun, 7 Apr 2019 00:16:01 +0800
From: "zhang*****" ¢zhang*****@mail2.sysu.edu.cn>
To: "752381893"<752381893@qq.com>
Subject: Zhang***** to

Hi, 752381893! This is zhang***** from SYSU!
Good luck and bye~

250 Ok: queued as
QuUIT
221 Bye

W B, BT RRIE R

| <em ||| mg | mmem | me | o | o | ss | Bw | wmes. - | el - Jasy

Zhangyx95 to

EMHA: zhangyx95 <zhangyx95@mail2.sysu.edu.cn>

A E: 2019548780 (28X) EE0:16 B
KA : Jed <752381893@qq.com> (=283l

EAEBRATNSESEMD). BOREER. TR FRES, 2RSETEEEE, () SRR B il

Hi, 752381893! This is zhangyx95 from SYSU!
Good luck and bye~

/9. POP3 HMY
HR4E zsureceiver3@sina. com [/ 44 zsureceiver3, #A%: 123456Aa
& 58 POP3 Tl R E i A T S
(1) #5F zsureceiver3@sina. com FHEFAHIAE /N o
T8 SR B A L«
£ LIST f9 4>, AILLERIMSA PILE 12 S, BN MLERHRT .

+0K sina pop3 server ready
USER zsureceiver3

+0K welcome to sina mail

PASS 123456Aa

+0K 12 messages (26967 octets)
LIST

+0K 12 messages (26967 octets)
1 939

2 938



mailto:zsureceiver3@sina.com

8638
940
939
8829
959
983
916
10 958
11 957
12 971

O oo NGOV ~WwW

QUIT
+0K sina mail see you next time
Connection closed by foreign host

(2) IA| zsureceiver3@sina. com 5 — 3t IS A MBA4-ME — AR IR LT o
15 RAMRAE B -
M (D) g E—H MRS R 12, FIER “UIDL 12”7 SREUZIBHIME—IRRAT o

+0K sina pop3 server ready

USER zsureceiver3

+0K welcome to sina mail

PASS 123456Aa

+0K 12 messages (26967 octets)

UIDL 12

+0K 12 044FBO76B1509BA31B8B2CFBC1CE648AA100000000000001
QuUIT

+0K sina mail see you next time

Connection closed by foreign host

(3) BIa] zsureceiver3@sina. com /)5 — 3 MEAE .
T SRAMRAE S -
M (D) FragE —HiMF g5~ 12, HI A “RETR 12”7 SRECZHRAF.

+0K sina pop3 server ready
USER zsureceiver3
+0K welcome to sina mail
PASS 123456Aa
+0K 12 messages (26967 octets)
RETR 12
+0K 971 octets
X-Mda-Received: from <mx-14-107.mail.sina.com.cn>([<10.41.14.107>])
by <mda-14-116.mda.fmail.dbl.sinanode.com> with LMTP id <109231>
Apr 04 2019 18:00:28 +0800 (CST)
X-Sina-MID:044FB076B1509BA31B8B2CFBC1CE648AA100000000000001
X-Sina-Attnum:0
Received: from mail7-215.sinamail.sina.com.cn (HELO
mail7-215.sinamail.sina.com.cn)([202.108.7.215])
by sina.com with SMTP
id 5CA5D5BBO0OO73CO; Thu, 4 Apr 2019 18:00:28 +0800 (CST)
X-Sender: zsusender3@sina.com
X-SMAIL-MID: 9623823856122
Received: from unknown (HELO zsusender3)([120.236.174.161])
by sina.com with ESMTP
id 5CA5D57000004158; Thu, 4 Apr 2019 18:00:27 +0800 (CST)
X-Sender: zsusender3@sina.com
X-Auth-ID: zsusender3@sina.com
X-SMAIL-MID: 422433394474
Date:Tue, 25 Mar 2019 14:24:01 +0800
From: "zsusender3" <zsusender3@sina.com>
To: "zsureceiver3'<zsureceiver3@sina.com>
Subject: SDCS 17 isszym




This is a SDCS message in MIME format from 17341186.
Hello! SDCS 17 from isszym

QUIT
+0K sina mail see you next time
Connection closed by foreign host

(4) B m) = (1) H R BIVRIEFE FTHBEE . QQ fBE I [iEEHE ).
15 R AM A B2
RAFFRIMBE R zhangswkk@nail2. sysu. edu. cn, B] PLEIE(# F MR SRR EEESR POP3 IS
B
T, BEFEERAANMNS, REFERREREENGEE, 4674 REE MRHFRHELER
FIEXXHE.

+0K QQMail POP3 Server v1.0 Service Ready(QQMail v2.0)
USER zhang*****@mail2.sysu.edu.cn

+0K

PASS ¥¥kkkaickkkskkkx  // %@Bl%ﬁ

+0K

LIST

+0K

1 1159

2 1251

3 8961

RETR 2

+0K

Received: from mail7-214.sinamail.sina.com.cn (unknown [202.108.7.214])
by bizmx12.qq.com (NewMx) with SMTP id
for <zhang*****@mail2.sysu.edu.cn>; Thu, 04 Apr 2019 23:28:02 +0800

X-QQ-FEAT: L3blbkxtNtkTxcxrFtfpuY0z5KOASODasasc8964a6Q8A11lasfOOVQFRUqjhFQRORPO
fRNW1ngxzdybjvMIMYaViraIwsztJJVyVMORLF2IT+Wmnnad126QozDV4/fcdC5CPrGITNs
re5nN096ByiEnSR3ZDaxcCawphDQMIBkmbR1hG1lcz8uKg80N5N+vODLLZ3cul762KawS9ogw
95pznu6BUisYSgyjcCVE1w2UHbrN+zjEsFIXsNQUjHIOPEYXygGwZNxJoT9dIjY9AWYovlc
a/ipmqv4vnQTeTgPMGqo9DhDjcdRorgU7aKA==

X-QQ-MAILINFO: MJIpDEouUnwTTpiyE/aFdfqrPUTjufMiDeZDfPS5ZLzr16ZRjBmzMI17hW
I87Drq7yrkQuTu615FC6AS57X6fx76asd7fcD2BBF6Rh1lea28V13HD4Mdyas+dsBF4BQwC
zA5dU514x9AsyEzQV+cJIfsMIVSSgICCPKQ==

X-QQ-mid: bizmx12t1554391683tcyedsowv

X-QQ-ORGSender: zsusender3@sina.com

Received: from unknown (HELO zsusender3)([120.236.174.157])
by sina.com with ESMTP
id 5CA6224000005912; Thu, 4 Apr 2019 23:28:01 +0800 (CST)

X-Sender: zsusender3@sina.com

X-Auth-ID: zsusender3@sina.com

X-SMAIL-MID: 635396394003

Date:Thu, 04 Apr 2019 23:23:01 +0800

From: "zsusender3" <zsusender3@sina.com>

To: "Zhang Yixin"<zhang*****@mail2.sysu.edu.cn>

Subject: Testing SMTP

Hi, this is an email sent by telnet using SMTP.
Hope you enjoy it! Bye.

QUIT




+0K Bye
Connection closed by foreign host

I wWE—AEF WREFRE N, B FTP il T 8RIEe ik G
SEBITBS:

SEFRERH:
strchr();
strrchr();

sprintf(buf, “retr %s\r\n", filename);
sscanfi(st, "%d,%d,%d,%d,%d,%d", &ipl, &ip2, &ip3, &ip4, &portl, &port2);

A DR
SOCKET dataConn() { ... } @S ¥dmiEsE
unsigned  stdcall myrecv(void *p) {...}  BWIRSZRIIHE (RFERED
void sendmsg (SOCKET sock, char *msg){ ... } KiZ¥EHIEE
int saveFile (SOCKET sock, char * [(ileName) { ... } Ei¥dIEBARWCEHR I RAF M
SHRF: ftpDownload.exe
ARG
FEFXARERE (B TRAME, BMEFHRER “RiZGO—BEZRN” AHER. TH
4 R PP EURAAS :
A4 FtpDownloader. h

#include <stdio.h>

#include <WinSock2.h>

#include <stdlib.h>

#include <string.h>

#include <string>

#pragma comment(lib, "ws2_32.1ib") // {ffwinsock 2.0 Llibrary

const int BUFLEN = 2000; // ZZr[X K/
const int FILEBUFLEN = 10000;/ /452 U5z X K/

int sendmsg(SOCKET sock, char* msg);
int recvmsg(SOCKET sock, char* buf);
SOCKET dataConn(char* received msg);
int saveFile(SOCKET sock, char* fileName);

YE 34 FtpDownloader. cpp

#include "FtpDownloader.h"

int main(int argc, char *argv[])
printf("[FTP Downloader]\n");
if (argc !=6) {

printf("[-] LASH\n"
"Command: FtpDownloader.exe ServerIPAddress User Password




FileName DestFile\n"
"Example: FtpDownloader.exe 172.18.187.10 abc 123666
/ebook/ftp.pdf ftpl.pdf\n");

exit(-1);
}
const char *host = argv[1l]; // server IP to connect
u_short port = 21; // server port to connect
struct sockaddr_in sin; // an Internet endpoint address
char buf[BUFLEN + 17; // buffer for one line of text
SOCKET sock; // socket descriptor
int cc; // recv character count

WSADATA wsadata;
WSAStartup(MAKEWORD(2, ©), &wsadata); //M#winsock library

sock = socket(PF_INET, SOCK_STREAM, IPPROTO TCP); //BIEEH:7T, Z¥.
FEM % (Family), JERT, TCPHMY

memset(&sin, @, sizeof(sin)); // M&sinJTUAHIK E A
sizeof(sin) KN FFiE0

sin.sin_family = AF_INET; /7 DRURE ) 7

sin.sin_addr.s_addr = inet_addr(host); /] HREFETPHbE (3267)

sin.sin_port = htons(port); /1 MR5s s S

if (connect(sock, (struct sockaddr *)&sin, sizeof(sin)) == @) { // &
k% 2%
printf("iEHH| ftp://%s D) \n", argv[1]);

printf("-----------me - \n");
}
else {
printf("[-] KIK: %d\n", GetLastError());
printf("[-] EREMARHEERE S IER. %EERE. \n");
exit(1);
}

/* BSURSBGDEE */
recvmsg(sock, buf);

/* ERIKF */

sprintf(buf, "USER %s\r\n", argv[2]);
sendmsg(sock, buf);

recvmsg(sock, buf);

sprintf(buf, "PASS %s\r\n", argv[3]);
sendmsg(sock, buf);

recvmsg(sock, buf);

/* WEhERE */

sprintf(buf, "PASV\r\n");
sendmsg(sock, buf);

recvmsg(sock, buf);

SOCKET data_sock = dataConn(buf);

/* NEOCAE */

sprintf(buf, "RETR %s\r\n", argv[4]);
sendmsg(sock, buf);

recvmsg(sock, buf);

int filesize = saveFile(data_sock, argv[5]);

/* RHESE */
sprintf(buf, "QUIT\r\n");
sendmsg(sock, buf);
recvmsg(sock, buf);

closesocket(sock); // J<HIMEI &Ry
WSACleanup(); // #l#winsock library

printf("------- e \n");
printf(" FELHR: %s, MALHT %d 7. \n", argv[5], filesize);

return 0;




int sendmsg(SOCKET sock, char* msg) {
printf(">>> ");
printf(msg); //&7miE
return send(sock, msg, strlen(msg) + 1, 0); // KiEWHE

int recvmsg(SOCKET sock, char* buf) {
int result = recv(sock, buf, BUFLEN, ©0);
buf[result] = '\0';
printf("[+] ");
printf(buf);
return result;

}

SOCKET dataConn(char* received msg) {
SOCKET result = socket(PF_INET, SOCK_STREAM, IPPROTO_TCP);
int ip1, ip2, ip3, ip4, portl, port2;
char data_ipaddr[17];
int data_port;
char* pos = strchr(received msg, "(');
sscanf(pos +1, "%d,%d,%d,%d,%d,%d", &ipl, &ip2, &ip3, &ip4, &portl, &port2);
sprintf(data_ipaddr, "%d.%d.%d.%d", ipl, ip2, ip3, ip4);
data_port = portl * 256 + port2;

struct sockaddr_in data_sin; // an Internet endpoint address

memset(&data_sin, 0, sizeof(data_sin));

data_sin.sin_family = AF_INET; /7 RIRE X b 7

data_sin.sin_addr.s_addr = inet_addr(data_ipaddr); /] 5
FEIPHLNE (3217)

data_sin.sin_port = htons(data_port); /] W5
RIS

connect(result, (struct sockaddr *)&data_sin, sizeof(data_sin));
return result;

-

int saveFile(SOCKET sock, char* fileName) {
int size = @; // TF#EHICAFRAN
char filebuf[FILEBUFLEN+1];
FILE* destfile = fopen(fileName, "wb");
int recvlen = @; // RRREZWEIM AT S
while ((recvlen = recv(sock, filebuf, FILEBUFLEN, @)) > @) { // TE¥4ZIx
BaE, EICER e
size += recvlen;
fwrite(filebuf, 1, FILEBUFLEN, destfile);

}

fclose(destfile);

return size; // REIFERIISCHRN
}
BATER:

R, UEFLIEESGE OB, MARERESNHNTRET, SUEFS—NmE, AP
FEHEIRRMER . EHHSERAAN:

FtpDownloader. exe ServerIPAddress User Password FileName DestFile

AT RBFMARE LB ITEIE:
O|MABSEHAN A LEH:



Example: FtpDownloader.e

B cmdexe [fearcr OB -@- &S

@% e FIP REFHITEER (. FHIRE IP Huhik):

B cmoexe [ SE-E-&M=

@IEFHIBAT I BT T B

B cmexe [ SE-E-&M=




LUWHE, EE TR ftpl. pdf SCAETESD, FEF DAIEFEMITIF ML, T AR FRIAHEME
BA-

@ ftp1.pdf EtE

Bl =2 AEE LEREEE
=5 ftp1.pdf
e =i PDF 32#% (.pdf)
A= frw SumatraPDF FH(O)...
livi=—w EM\JedData\OneDrive\SYSU Lessons\itEHRE\ITR
Sl 166 KB (170,000 =15)
S FEEsEL 168 KB (172,032 =35)
BllEEATEL: 20195487H, 23:13:30

ATl 201954870, 23:17:17

ilElAdE: 201954870, 23:17:118

=3 C1E@H) EE(D)...

IS RAWKEFHIZE T BE/ IR LT — MIAFIR SRR, — B LRrE. (/)
PEARHG:
A TepClient. h

#include <stdio.h>

#include <stdlib.h>

#include <WinSock2.h>

#include <string.h>

#include <process. h>

ftinclude <string>

#ipragma comment (1ib, “ws2 32.1ib”) // ffifwinsock 2.0 Llibrary

const int BUFLEN = 1000; // KiEZE X ks~
const int RBUFLEN = 10; // #RZErPX K/

unsigned  stdcall recvThread(void *p);

YRS TepClient. cpp

#include “TepClient. h”

int main(int arge, char *argv[])
{
if (arge !=3) {
printf ("[-] Invalid arguments\n”);
printf ("Usage: TcpClient. exe IPAddress PortNumber\n”) ;
exit(-1);
}

const char* host = argv[1]; // server IP to connect
u short port = atoi(argv[2]); // server port to connect
struct sockaddr in sin; // an Internet endpoint address




char buf[BUFLEN + 1]; // buffer for one line of text
SOCKET sock; // socket descriptor

WSADATA wsadata;
WSAStartup (MAKEWORD (2, 0), &wsadata); //JllZ&winsock library

sock = socket (PF INET, SOCK STREAM, IPPROTO TCP); //BEERT, S8 R
WHE (Family) , WERET, TCPHMU

memset (&sin, 0, sizeof(sin)); // M&sinFFaE K E N
sizeof (sin) I NAFIHO

sin. sin family = AF INET; // DRIRE R k%

sin. sin addr.s addr = inet addr (host) ; // M55 #s IPHBHLE (3247)

sin. sin _port = htons(port); // BR& At 5

if (connect(sock, (struct sockaddr *)&sin, sizeof(sin)) !=0) { // ZEHEZRIS5
printf ("[-] 2. %1d\n”, GetLastError());
printf ("[~] IHKEM AL E B IEM. #ZRIFEH. \n”);

exit(1);
}
HANDLE recv_thread = (HANDLE) beginthreadex (NULL, 0, &recvThread, (void *)&sock, 0,
NULL) ;
while (1)
{
fgets (buf, BUFLEN, stdin);
size t cmdlen = strlen(buf) - 1;
buflcmdlen] = " \r’;
buf[cmdlen+l] = "\n"; // &Ll \r\n"4E
int sendlen = send(sock, buf, cmdlen + 2, 0); // Kikin?%
}

CloseHandle(recv_thread) ;
closesocket (sock) ; // AW BT
WSACleanup () ; // #l#fwinsock library

return 0;

}

unsigned  stdcall recvThread (void *p)

{
char rbuf[RBUFLEN + 1]; // gz (X

SOCKET sock = *(SOCKET *)p;
while (1)
{

int recvlen;

while ((recvlen = recv(sock, rbuf, RBUFLEN, 0)) > 0) {
rbuf[recvlen] = "\0 ;
printf ("%s”, rbuf);

}

if (recvlen == SOCKET ERROR)

{
printf ("[-] Error: %ld.\n”, GetLastError());

exit(-1);
}
else if (recvlen == 0)
{
printf(”"[~] Connection closed!\n”);
closesocket (sock) ; // FEHIM T ERy
WSACleanup ) ; // #1#winsock library
exit(=1); //IBHFEF
break;
}
}
return O;

fEHZ TepClient EREASBE—FBRI, WA, BERS5M EMAR, AEHKR. B—KAH
£, HHRHMBN TepClient ATEERME 1P #hil, EIFREFINFIA DNS RE IR BT 1P k5



TR TCP ##. ~ERIT:

#

T

e

YSU_Lessons\1T
4.201 80

GET /about/introduction HTTP/1.1
Host: sdcs.sysu.edu.cn
Connection: close

HTTP/1.1 202 Accepted

Servep: *ErEAs

Date: Wed, 10 Apr 2019 00:45:06 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Pragma: no-cache

Cache-Control: no-cache

Expires: Wed, 10 Apr 2019 00:45:06 GMT

Set-Cookie: FSSBBI11UgzbN7N80T=4_ QxNQwPuDyMTrclajM4ZuuiNFJItuSELHS5gZInhrbOuzhhD5BmidGKX1JJIQ5NSF6E
7NcuVoBFApmedTPKnxa . 5QYJk291muWB6191BbRKISk1C 7bYtXoUvOMFAUhTfKHUVRIwIbpN10Ux6DZ7LnobwVqyWYZM7N6A
acbVFcfUAKQK . wnegTs8DvVwSPn6BNoD3f7; Path=/; expires=Sat, 07 Apr 2029 00:45:06 GMT

[searn PE-E-&LH=

[ 5 Rt 1
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